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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that form 
the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claims 1 , 13 and 24 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Smith, U.S. Patent Publication US 2002/0152399 A1. 

As per Claims 1,13 and 24, Smith discloses in a computer system with a message 
processor, a method of processing at least a portion of a message where an attempt to 
previously process the message failed, the method comprising the acts of: 

accessing message processing state information identifying a message that 
previously failed to process (e.g., a 'Quarantined' Message or a message with 'Exploits' 
, 630 & 635) [Fig. 6]; 

removing a portion of the message to increase the likelihood of the message 
processor being able to appropriately process the message (e.g., removing the 'exploits' 
635) [Fig. 6]; and 
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attempting to reprocess the message subsequent to removing the portion of the 
message (e.g., forwarding 'original' message of 'cleaned' message towards recipient 
640) [Fig. 6]. 

Claims 13 and 24 recite the same limitations as claim 1, are distinguished only by 
statutory category, and thus rejected on the same basis. 

As per Claims 3 and 15, Smith discloses the method of claim 2, wherein the identifier is 
a hash of the message (i.e., hash) [0067]. 

Claim 15 recites the same limitations as claim 3, is distinguished only by 
statutory category, and thus rejected on the same basis. 

As per Claims 4, 16 and 26, Smith discloses the method of claim 2, wherein the 
message is one of an e-mail message, SOAP message, messaging board post, web 
message, or instant message (e.g., email messages) [0003]. 

As per Claims 5, 17 and 27, Smith discloses the method of claim 1, wherein the attempt 
to reprocess the message fails, the method further comprising the acts of: 
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updating the message processing state information with information that 
indicates that the message failed to reprocess (e.g., "Quarantined" Message) (640) [Fig. 
6]; 

accessing the message processing state information identifying the message 
(Quarantine Component 535) [Fig. 5]; 

removing a second portion of the message to increase the likelihood of the 
message processor being able to appropriately process the message (e.g., Exploit 
Remover 540) [Fig. 5] (635) [Fig. 6]; and 

attempting to reprocess the message subsequent to removing the second portion 
of the message (e.g., Forwarding the "Cleaned" Message toward Recipient) (640) [Fig. 
6]. 

As per Claims 6, 18 and 28, Smith discloses the method of claim 5, wherein the 
message processing state information also includes information about the portion of the 
message removed (e.g., virus) [0004] (e.g., "message too long") [0066]. 

As per Claims 7, 19 and 29, Smith discloses the method of claim 5, wherein the second 
portion of the message removed includes the portion of the message removed (e.g., 
header, body, attachment containing the 'exploit' or rule violation) [0066]. 

As per Claims 8, 20 and 30, Smith discloses the method of claim 1 , wherein the portion 
of the message removed is based on de-featuring rules associated with the type of 
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content within the portion of the message removed (e.g., message field 'standards' / 
rules, such as 'permissible' length of the field) [0066]. 

As per Claims 9, 21 and 31, Smith discloses the method of claim 8, wherein the type of 
content within the portion of the message removed is one or more of an alternative 
format of the message, video data, audio data, image data, text, header information, or 
executable instructions (e.g., pictures, sound files, executable programs, etc.) [0003]. 

As per Claims 10, 22 and 32, Smith discloses the method of claim 8, wherein the rules 
are defined by the transport protocol for the message, which is one of STMP, HTTP, 
TCP, UDP, or SOAP (i.e. HTTP) [0052]. 

As per Claims 1 1 and 23, Smith discloses the method of claim 8, wherein the rules are 
defined by content format MIME, and wherein the content of the portion of the message 
removed is one or more of a mixed multipart data, alternative multipart data, parallel 
multipart data, digest multipart data, application data, video data, audio data, image 
data, text, header information or the message itself (i.e., MIME) [0070]. 

As per Claim 12, Smith discloses the method of claim 1, wherein the message 
processing state information further includes state information that indicates the removal 
of a previous portion of the message (e.g, removal of a header, body, or attachment in 
violation of a message field 'standard, followed by virus 'exploit' removal) [0066] [0074- 
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0078] [0084]. 



Claim Rejections • 35 USC § 103 

1. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 2, 14 and 25 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Smith, U.S. Patent Publication US 2002/0152399 A1 in view of Callas et al (hereinafter 
Callas), U.S. Patent Publication US 2006/0015736 A1. 

As per Claims 2, 14 and 25, Smith in view of Callas discloses the method of claim 1 , 
further comprising the acts of: 

receiving the message (610) [Fig. 6]; 

generating an identifier for the message; 

attempting to process the message, wherein the message fails to process [Figs. 
5-6] (e.g., firewall stopping message data from passing through the gateway) [0035]; 
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generating message processing state information that indicates that the message 
failed to process (e.g., a 'Quarantined' Message or a message with 'Exploits' , 630 & 
635) [Fig. 6]; and 

storing the message processing state information (e.g., storing messages 
containing 'exploits' at Quarantine Component 535) [Fig. 5] [0073-0074]. 

While Smith discloses substantial features of the invention such as the method of 
claim 1 above, he does not explicitly disclose the additionally recited feature of the 
method further comprising generating an identifier for the message. The feature is 
disclosed by Callas in a related endeavor. 

Callas discloses as his invention a method and system of processing of 
messages in an electronic network; in particular, in relation to efficient techniques for 
the partial authentication of messages exchanged in an electronic network [Abstract] 
[0042]. Specifically, Callas discloses the additionally recited feature of the method 
further comprising generating an identifier for the message (e.g., 'message-id') [0048] 

It would thus be obvious to one of ordinary skill in the art at the time of the 
invention to combine and/or modify Smith's invention with the added feature of the 
method further comprising generating an identifier for the message, as disclosed by 
Callas, for the motivation of providing a method and system for inserting partial 
authentication content into a message which allows processing of the authentication 
content without processing the entire message [Abstract]. 



Application/Control Number: 10/822,347 



Art Unit: 2151 



Page 8 



Conclusion 

1 . The Examiner has cited particular columns and line numbers in the references 
applied to the claims above for the convenience of the applicant. Although the specified 
citations are representative of the teachings of the art and are applied to specific 
limitations within the individual claim, other passages and figures may apply as well. It 
is respectfully requested from the applicant in preparing responses, to fully consider the 
references in entirety as potentially teaching all or part of the claimed invention, as well 
as the context of the passage as taught by the prior art or disclosed by the Examiner. 

2. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: 

• Brown etal Patent Pub No.: 

• Kuznetsov et al Patent Pub No.: 



US 2006/0036865 A1 
US 2006/0265689 A1 
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3. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Glenford Madamba whose telephone number is 571- 
272-7989. The examiner can normally be reached on M-F 8:30-5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Valencia Wallace Martin can be reached on 571-272-3440. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Glenford Madamba 

Examiner 

Art Unit 2151 




VALENCIA MARTIN-WALLACE 
PRIMARY EXAMINER 
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